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CHAPTER 1 
 
 
 
 
INTRODUCTION 
 
 
 
 
1.1 Background of Study 
 
 
Mainstay of crime groups in our country today is due to illegal gambling 
which has become major challenge to PDRM in the task of eliminating unlawful 
gambling by providing evidence to court to prove that an owned gaming machine is a 
gambling machine.  Compared to earlier mechanical devices, the current gambling 
machine is installed with sophisticated computer software and hardware.  Locating 
relevant digital evidence to be a technical prove becomes a difficult task thus the unit 
needs a proper handling and processing by a forensic expert which will able to avoid 
problems that could jeopardize the admissibility of evidence.  Producing such 
evidence to court needs detail analyze on the parts of gaming machine hardware 
which stores data and program, method of extracting data from non-volatile memory 
and examination of data to find reliable evidence.  This project analyze types of 
method involve in retrieving information from gaming machine memory and propose 
the evidence acquisition procedure.    
 
 
 
 
1.1.1 Understanding the machine 
  
 
The gaming machine is build with motherboard which is programmed to 
provide dual functions allowing the players to use the device for amusement or 
gambling games. Switching machine mode is common among players to avoid the 
police to discover of illegal gambling [2].  The structure of the gaming machine 
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includes a display unit that will generate video images, a value input device, a 
controller comprising a processor, a random access memory and a non-volatile 
EPROM (erasable Programmable Read Only Memory) chip.  The EPROM is the 
core of a machine which controls the major activities of the machine [2].  Old 
machines which are sold are turned into amusement-only machine with new 
EPROM.  If the EPROM used is programmed for gambling, then the device operates 
illegally. 
 
 
 
 
1.1.2 EPROM chip in gambling machine 
 
 
 Examination on gambling machine electronic board or microcontroller can 
extract data and program installed in the chips which enable the examiner to identify 
the operating characteristic of a gambling machine.  The EPROM chip has operating 
system software installed [3].  The functions of EPROM in a gaming machine will be 
discussed in detail in literature review. 
 
 
 
 
1.1.3 Facts to be proven  
 
 
Evidence to be produced must support certain facts to prove that a gaming 
machine is an illegal gambling machine.  The location where the prove resides 
should be identified.  EPROM chip which is embedded in the gaming machine 
microcontroller provides the most because it is the gaming machine’s memory and 
the memory content will not be erased even when the power is plugged off.  
Following each step in evidence life cycle is essential in order to maintain the 
integrity of the facts.   
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1.2 Problem Background 
 
  
Polis Diraja Malaysia, PDRM experiences severe resource difficulties and 
doesn’t have comprehensive way to provide evidence to court in order to prove that a 
certain gaming device is a gambling machine.  PDRM is responsible for identifying 
gambling equipment and supplying expert testimonies to court considering the act of 
crime; illegal gambling.  
 
 
 In order to ensure the evidence provided is strong and admissible in court, 
there are a number of important analysis steps and guideline should be followed in 
computer forensic.  Proper investigation on illegal gaming machine and analysis of 
digital evidence covering identification, examination, preservation and presentment 
of relevant electronic evidence to court is needed to assist PDRM to prevent illegal 
gambling. 
 
 
 
 
1.3 Problem Statement 
 
 
PDRM doesn’t have sufficient resources and information retrieval method 
from a gaming machine to provide to court with evidence to prove that a gaming 
machine is an illegal gambling machine. 
 
 
 
 
1.4 Project Aim 
  
 
 The aim of this project is to develop a digital forensic evidence analysis 
guideline for a gambling machine and a procedure to translate the retrieved data from 
gaming machine microprocessor into human readable form for the purpose of 
providing strong evidence in order to prove illegal gambling activities to the court of 
law. 
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1.5 Project Objective 
  
  
 The objectives of the project are as follows: 
 
(a) To design an appropriate method of extracting information from 
 gaming machine. 
(b) To ensure the information retrieved can be read and understood by 
 PDRM through a procedure to translate the low level data into 
 human readable form. 
(c) To provide a digital forensic evidence analysis guideline for an 
 illegal gambling machine to assist PDRM in the information retrieval 
 process. 
 
 
 
 
1.6 Project Scope 
 
 
The scope of the project is as follows: 
 
(a) Analyze the chips in gaming machine microprocessor which has the 
 evidential value to prove the machine is used for illegal gambling. 
(b) Assumed that the chip in microprocessor is not encrypted and the test 
 will be done on the non-encrypted EPROM.  Type of EPROM that 
 will be focused during the implementation phase will be 
 NM27C256Q. 
(c) The structure of data should be in low level data form and analysis is 
 conducted on these types of data. 
(d) The chip extracting method applies to non-soldered chip on the 
 microcontroller board. 
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1.7  Project Work Breakdown Structure 
 
 
 Project 1 is estimated to be accomplished within 3 months starting from 4th 
January 2008 until 7th April 2008 and Project 2 is planned to be accomplished in 6 
months from May until October.  Project Gantt chart is attached in Appendix A. 
 
 
 
 
1.8 Summary 
 
 
 This project contributes to build a digital forensic evidence analysis guideline 
for a gambling machine and a procedure to interpret the data read from gaming 
machine microprocessor into a human readable form.  Proper analysis has been done 
in order to ensure its evidentiary value.  
 
